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Why must we develop a robust security culture?

Why must we be prepared for an act of unlawful
interference?

Why must we maintain constant watch?

Why must we support our allies in making aviation
secure?

Why must we share information on a need to know
basis and in a timely manner?

Why must we conduct risk, vulnerability and threat
assessments?

Why must we conduct quality control activities on a
regular basis?

Why must we report suspicious activities and
persons?

Why must we verify travel documents prior to air
travel?

Why must we share advanced passenger information
with the destination state?

Why must we control access to our critical
infrastructure/facilities?

Why must we have proper lighting at our facilities?

Why must we train our aviation security personnelin
passenger behavioral assessments?

Why must we train our aviation security personnel
to recognize component parts of IEDs?

Why must we invest in screening technology?
Why must we invest in human technology?

Why must we train our people to look for terrorists?
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Why must we improve our processes and systems?

Why must we screen and protect cargo, mail and the
supply chain?

Why must we screen passengers and their baggage
before a flight?

Why must we have a contingency plan?
Why must we test our contingency plan regularly?

Why must we coordinate our response to acts of
unlawful interference?

Why must we have a trained response capability?

Why must we conduct timely investigations to
security breaches/incidents?

Why must we report security breaches/incidents to
ICAD?

Why must we conduct regular background checks of
pur employees?

Why must we confiscate powders, liquids, aerosols
and gels beyond a certain quantity?

Why must we have a good perimeter fence?

Why must we have different levels of security at an
airport?

Why must we trust other states with our own
security?

Why must we think security, breathe security. talk
security, act security?

Why must we keep implementing the same security
procedures every day?

Pray, tell me....




2021 THE YEAR OF SECURITY CULTURE

Help ensure the Safety & Security of Civil
aviation operations by following these handy

Tips

When meeting a stranger
for the first time do not
disclose too much Prior Proper Preparation

information about yourself prevents Poor Performance.

or what you do.
L i

Document what you do and

Do what you Document. The

fine line between Sucess and
Failure.

Report Suspicious activities
you see or hear. You could
save lives!
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Situational awareness is Speak Less Listen More,
Critical for personal Security Observe Closely! Key to
and Personal Security is Early Detection.

Critical in any endeavour.

Together We Can All Contribute Towards Fostering A Stronger Aviation

FOR MORE INFO, VISIT WWW.CA AF.org.fj
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Protection of Aviation Security Information

» Share only on a need 1o know basis. Do not uplood pho!o‘rnplu of security posts,
equipments, measures or restricted areas on social media. You never know who is
observing and lying in wait for an opportunity to present itself. "Don't speak don't leak”

Personnel Security

* Insider threats come from our past or present employees, contractors or business partners. They
can misuse their inside knowledge or access 1o harm our people, our customers. our assets or our
reputation. Personnel security focusses on reducing the risks associated with insider threats
Conducting o lhorouPh background check of each candidate is critical to the selection ond
recruitment process for a security conscious organization. The purpose of personnel security is to

v ive a reasonable degree of confidence in the trustworthiness integrity and reliability of
dividuals. who, in the course of performing their duties. have access to sensitive, critical or

valuable information, staff and facilities

Training

* Organizations that devote their time and resources to providing quality security training for
their staff make fewer mistakes than those that do not train their staff at all. Initial security

)

b - hainin? is important. Recurrent training is critical. Refresher training demonstrates
i ] compefence. Either way. an organixzation is only as good as the training its staff have
- received

Quality Control

* Security is evaluated according to its failures, and not by its successes. Organizations need
to develop and implement their quality control programmes to verify implementation
monitor compliance and effectiveness of their security systems. Accountable Security
Managers are responsible for imﬂ!ememing their approved security programmes or
expositions consistently. To do otherwise is tantamount to gross negligence and creates
vulnerabilities in-house that could be exploited to the detriment of the organization

Contingency Planning

* It is too late to start planning during o crisis. A good conﬁnfency plan hel?s you
transition seamlessly from a normal situation to a crisis. All contingency plans
have to be tested and reviewed regularly. This is the only way to determine
your state of preparedness. Prior proper preparation prevenfs poor
performance.

ISO 9001: 2015 CERTIFIED
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Don't speak dont leak

Protect avianon security information! it can cost
yOu your job, your future, your Life! Share only
on a neod 1o know basis. Do not upload
photographs of security posts, equipment,
measures or restricted areas on social media
You never know who 15 observing and lying in
wait for an oppormunity to present itsedf
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Report It

The reporting of security incdents (s
mandatory under Regutation 17 of the
Civil Aviation (Security) Regulations 1994
(as amended),
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Contingency Plan

it 1S 100 (ate 10 start planning during a

trisis. A good contingency plan helps you
transition seamiessty from a normat

Situation to a crisis. All contingency plans
have to be tested and reviewed regularly

Thes 15 the only way to determing your

state of preparedness
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Quality Control

Accountable Security Managers are
responsibie for implementing thesr
approved security programmes or
expositions consistently. To do otherwise
IS tTantamount to gross negligence and
creates vulnerabilities in-house that could
be exploted to the detniment of the
organization.
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ISO 9001: 2015 CERTIFIED
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2021 | YEAR OF SECURITY CULTURE
Securitg Is eVerHohe,‘s re'spon'sibﬂ'rtg

“Never  joke  about
carrying a bomb in your
baggage at the airport.
You will be prosecuted
and stopped from
travelling on board the
aircraft. Worse still, you
could be jailed.”

K

“Report¢ picious
activities you see or
conversations you
overhear. You could
save lives!”

“Sometimes running away
from a tense situation is
the best solution. You live

to see another day” “The reporting of security

incidents is mandatory
under Regulation 17 of the
Civil Aviation (Security)
Regulations 1994 (as
amended).”

R




security Culture

set of norms, *:e!iefs, va!ues, attitudes and assumptions

“Security and facilitation complement each other at the
airport. Neither is more important than the other.”

“Behavior detection: paying specific attention to human behavior. traits and
analyzing it to determine whether the behavior, traits constitutes a threat to
air travel and the wider public.”

“Remember when gou implement « securtty measure,
implement it correctly or don't mmplement it at all.”

“Initial security training is important. Recurrent training is critical. SR,
Refresher training demonstrates competence. Either way, an Q y y \i
organization is only as good as the training its staff have received.” ) .

M)

“The faintest light is Still @ go0d deterrent against unlawful activity.
Keep your lights on. Paying a little bit more for your
electricity bill Canh keep you and your facCility safe.”

“The insider’ is best positioned to create maximum damage in any organization.
He or she understands the vulnerabilities that exist in-house and can exploit that
to his or her advantage. The implementation of unpredictable security measures
at irreqular intervals is one method of addressing this potential threat.”




“All contingency
plans have to be
tested and reviewed
regularly. This is the
only way to
determine your state
of preparedness.”

“Security is a
collective
“A screener has to be responsibility.
rotated every 20 No man is an island.
minutes at a busy We need to work
screening point to together to maintain

°
maintain accuracy of S e C u r' t security, now,
screening.” always!”

Culture

“It is too late to start
planning during a

“Protect security .
crisis. A good

information! It can .
contingency plan

cost you your job, ‘ helps you transition
your future, your seamlessly from a

life! Share only ona normal situation to a
need to know basis.” crisis.”
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“If you don’t talk, you won’t leak! *  “In the company of strangers, silence is dolden”

"Seals have an important
security feature. They
maintain the integrity of a
consignment. This is why it is
important that seals are
controlled and a process is in
place to reconcile the issue of
seals."

Do not touch “Do not receive cargo

unattended from non-regulated

bags at the agents. You could
airport. It can help bring an aircraft

cost you your down because you
life! accepted unscreened

cargo!”

THE ITMPORTANCE OF AN EFrECTIVE
SECURITY CULTURE IN AVIATION

OPERATIONS
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